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Key Features

Gain confidence in using Docker for containerization without compromising on security●

This book covers different techniques to help you develop your container security skills●

It is loaded with practical examples and real-world scenarios to secure your container-based applications●

Book Description

With the rising integration and adoption of Docker containers, there is a growing need to ensure their
security.

The purpose of this book is to provide techniques and enhance your skills to secure Docker containers easily
and efficiently. The book starts by sharing the techniques to configure Docker components securely and
explore the different security measures/methods one can use to secure the kernel.

Furthermore, we will cover the best practices to report Docker security findings and will show you how you
can safely report any security findings you come across. Toward the end, we list the internal and third-party
tools that can help you immunize your Docker environment.

By the end of this book, you will have a complete understanding of Docker security so you are able to
protect your container-based applications.

What you will learn

Find out how to secure your Docker hosts and nodes●

Secure your Docker components●

Explore different security measures/methods for Linux kernels●

Install and run the Docker Bench security application●

Monitor and report security issues●

Familiarize yourself with third-party tools such as Traffic Authorization, Summon, sVirt, and SELinux to●

secure your Docker environment

About the Author

Scott Gallagher has been fascinated with technology since he was in elementary school, when he used to
play Oregon Trail. His love continued through middle school, working on more Apple IIe computers. In high
school, he learned how build computers and program in BASIC! His college years were all about server
technologies such as Novell, Microsoft, and Red Hat. After college, he continued to work on Novell, all
while keeping an interest in all the technologies. He then moved into managing Microsoft environments and
eventually into what he is the most passionate about, Linux environments, and now his focus is on Docker
and cloud environments.
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From reader reviews:

Leslie Martin:

This book untitled Securing Docker to be one of several books that will best seller in this year, that's because
when you read this reserve you can get a lot of benefit upon it. You will easily to buy that book in the book
store or you can order it by way of online. The publisher of this book sells the e-book too. It makes you more
readily to read this book, because you can read this book in your Touch screen phone. So there is no reason
to your account to past this book from your list.

Robert Hatch:

This Securing Docker is fresh way for you who has intense curiosity to look for some information mainly
because it relief your hunger details. Getting deeper you in it getting knowledge more you know or you who
still having tiny amount of digest in reading this Securing Docker can be the light food for yourself because
the information inside that book is easy to get by means of anyone. These books create itself in the form that
is reachable by anyone, that's why I mean in the e-book contact form. People who think that in publication
form make them feel sleepy even dizzy this book is the answer. So you cannot find any in reading a book
especially this one. You can find what you are looking for. It should be here for you. So , don't miss this! Just
read this e-book kind for your better life as well as knowledge.

James Fong:

A lot of reserve has printed but it differs from the others. You can get it by online on social media. You can
choose the very best book for you, science, comic, novel, or whatever simply by searching from it. It is
referred to as of book Securing Docker. You can contribute your knowledge by it. Without causing the
printed book, it could add your knowledge and make you happier to read. It is most crucial that, you must
aware about guide. It can bring you from one destination for a other place.

Cinthia Jacobsen:

A lot of people said that they feel fed up when they reading a book. They are directly felt that when they get
a half areas of the book. You can choose the particular book Securing Docker to make your personal reading
is interesting. Your skill of reading ability is developing when you similar to reading. Try to choose simple
book to make you enjoy to study it and mingle the feeling about book and reading especially. It is to be
initially opinion for you to like to available a book and read it. Beside that the e-book Securing Docker can to
be a newly purchased friend when you're really feel alone and confuse with the information must you're
doing of this time.
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